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Agenda

•  Hacking	Team	-	Remote	Control	System	(RCS)	
•  Leak	–	]Hacked	Team[	
• WebView	exploit	for	Android	
•  DEMO	
•  Avoiding	techniques	they	used	
•  Conclusion	
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Hacking Team - Remote Control System

•  Product	for	Law-enforcement	agencies	(only)	
o  Flagship	-	Remote	Control	System	(RCS)	

•  Windows,	OSX,	Linux,		
•  Android,	iOS,	Blackberry,	Windows	Phones,	Symbian	

o  remote	exploits	(many	0days)	
o  UEFI	BIOS	rootkit	
o  remote	injectors	for	ISP	side	

•  civil	right	acYvist	–	“Enemy	of	the	Internet”	
•  Some	of	their	customers		-	non-democraYc	countries		
•  Using	this	tool	against	journalists	and	protesters	
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LEAK/HACK - STOLEN DATA
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LEAK/HACK - STOLEN DATA

•  July	5th	of	2015	
•  sYll	no	informaYon	who	did	it	
• what	was	stolen	=	“almost”	everything	(400GB)	

•  all	source	codes	
•  full	git	repositories	(53	repos.)	

•  6	0day	exploits	
•  CVE-2015-{5119,	2387,	5122,	5123,	2425,	2426}	

•  release	brochures,	product	documentaYon	
•  company	emails		
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LEAK/HACK - Market of 0day

hhps://tsyrklevich.net/2015/07/22/hacking-team-0day-market/	
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INFRASTRUCTURE

1.  HT	RCS	–	RAT	agent	to	monitor	everything	in	all	
interesYng	plakorms	

2.  InfecYon	
•  MelYng	tool	
•  Exploit	Delivery	Network	(Windows	/	Android)	
•  Remote	Mobile	InfecYon	(vector-rim	–	cramed	MMS)	
•  InjecYon	Proxy	Appliance	(vector-ipa)	

•  Inject	malicious	contents	
•  Melt	on-the-fly	

•  Offline	infecYon	(with	bootable	devices)	
3.  Control	

•  proxy	chain	by	Anonymizer	
•  Fancy	control	panel	for	agents		
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EXPLOIT DELIVERY 
NETWORK
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EXPLOIT DELIVERY NETWORK

•  Separated	systems	for	Windows	and	Android	
•  They	were	“one-shot”	exploits	–	just	a	very	
limited	Yme	they	were	available	

•  Each	customer	(vicYms	J)	had	a	dedicated	
folder	–	URLs	and	place	for	logs		

•  hhpd,	URL	rewrite,	one	file	–	download.php	
•  all	resources	had	a	.ini	file	–	how	it	has	to	be	
handled	
•  staYc	or	dynamic	values,	
•  how	long	could	it	be	accessible	
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EXPLOIT DELIVERY NETWORK

h?p://…../docs/BR2u9Z/fwd	

h?p://…../docs/BR2u9Z/tjPZnU	

Expiry	value	will	be	updated	

1	

2	

3	

4	
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EXPLOIT DELIVERY NETWORK

hits	=	hits	lem	

expiry	=	reachable	unYl	this	Yme	

useragent	=	User-Agent	header	
must	contains	this	string	

[related]	If	the	call	was	right	all	
related	files’	configs	were	
updated	–	within	5	mins	they	
were	accessible	

The	content	of	the	go.html	file	
was	sent	back	as	a	result	of	the	
call	

HTTP	RedirecYon	to	a	harmless		
website	

�hhp://exploit_delivery_network/docs/BR2u9z/fwd	 Customer	=	vicYm	ID	(BR2u9z)	

fwd	=	fwd.ini	 go.html	
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RCS FOR ANDROIDS
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RCS agent for Android
•  Install	custom	root	service	(ddf	/	rilcap)	-	instead	

of	using	‘su’	
•  Modify	permissions	of	APK	
•  Install	itself	as	an	administrator	applicaYon	
•  hooking	into	the	MediaServer	system	service	to	

intercept	all	audio	content	–	all	calls	(regardless	of	
the	app)	can	be	motorized	by	this	technique	

•  TradiYonal	evidence	gathering	features		
•  Take	screenshot,	monitoring	clipboard,		locaYon	tracking		
•  Contact	and	messages	for	these	apps	
•  FaceBook,	Viber,	Skype,	wechat,	whatsapp,		

snapchat,	gtalk,	bbm,	build	in	mail	app	&	contacts	



14	 14 

RCS Android root tool (ddf / rilcap)

Usage: 
  fb  try to capture a screen snapshot 
  vol  kill VOLD twice 
  reb  reboot the phone 
  blr  mount /system in READ_ONLY 
  blw  mount /system in READ_WRITE 
  rt  install the root shell in /system/bin/rilcap 
  ru  remove the root shell from /system/bin/rilcap 
  rf  <mntpoint> <file> - remove <file> from <mntpoint> 
  sd  mount /sdcard 
  air  check if the shell has root privileges 
  qzx  "command" - execute the given commandline 
  fhc  <src> <dest> - copy <src> to <dst> 
  fhs  <mntpoint> <src> <dest> - copy  

 <src> to <dst> on mountpoint <mntpoint> 
  fho  <user> <group> <file> - chown <file> to <user>:<group> 
  pzm  <newmode> <file> - chmod <file> to <newmode> 
  adm  <package name/receiver> 
  qzs  start a root shell 
  lid  <proc> <dest file> - return process id for <proc>  

 write it to <dest file> 
  ape  <content> <dest file> - append text  

 <content> to <dest files> if not yet present 
  srh  <content> <file> - search for <content> in <file> 
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Exploit for Android
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Exploit for Android

• Remote	code	execuYon	(webview)	
•  They	joined	3	vulnerabiliYes	to	create	this	exploit	
•  For	code	execuYon	4	stages	
•  The	most	stages	are	encrypted	or	obfuscated		
•  InformaYon	leakage	vulnerability	helped	them	to	
bypass	ASLR	

•  They	used	ROP	gadgets	to	bypass	NX	
•  Local	root	exploit	

•  exynos	exploit	(Samsung)	
•  CVE-2013-6282	-	get_user	and	(2)	put_user	
•  CVE-2014-3153	-	futex_requeue	(TowelRoot)		
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Vulnerabilities they joined together 
(webview)
•  InformaPon	Leak	(	CVE-2011-1202	)	

•  “The	xsltGenerateIdFuncYon	funcYon	in	funcYons.c	in	libxslt	1.1.26	and	earlier,	as	used	
in	Google	Chrome	before	10.0.648.127	and	other	products,	allows	remote	ahackers	to	
obtain	potenYally	sensiYve	informaYon	about	heap	memory	addresses	via	an	XML	
document	containing	a	call	to	the	XSLT	generate-id	XPath	funcYon.”	

•  “combined	informaYon	leakage	vulnerability	CVE-2011-1202,	to	obtain	the	base	
address	and	then	get	libwebcore.so	libc.so	base	address.”	

•  Arbitrary	Memory	Read	(	CVE-2012-2825	)	
￮  "The	XSL	implementaYon	in	Google	Chrome	before	20.0.1132.43	allows	remote	

ahackers	to	cause	a	denial	of	service	(incorrect	read	operaYon)	via	unspecified	
vectors.”	

•  Heap-Buffer-overflow	(	CVE-2012-2871	)		
￮  "libxml2	2.9.0-rc1	and	earlier,	as	used	in	Google	Chrome	before	21.0.1180.89,	does	not	

properly	support	a	cast	of	an	unspecified	variable	during	handling	of	XSL	transforms,	
which	allows	remote	ahackers	to	cause	a	denial	of	service	or	possibly	have	unknown	
other	impact	via	a	cramed	document,	related	to	the	_xmlNs	data	structure	in	include/
libxml/tree.h.”	 •  https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-2825 

•  http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-2871 
•  hhp://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-1202	
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HT WebView exploit

35.5%	are	sPll	vulnerable	

Android 
version

WebKit 
version

Android 4.0.1 534.30
Android 4.0.2 534.30
Android 4.0.3 534.30
Android 4.0.4 534.30
Android 4.1.1 534.30
Android 4.1.2 534.30
Android 4.2 534.30
Android 4.2.1 534.30
Android 4.2.2 534.30
Android 4.3 534.30
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HT WebView exploit
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WebView exploit

HT	EDN	Server	

go.html	+	script.js	
WebView	

data.xml?id=2053320704	

exploit	
module.so	 installer.apk	

installer.apk	–	scout	agent		

exploit	(ELF	-	root	exploits)	

ddf	root	shell		
/system/bin/	

data.xml?id=2053320704&contentId=2053325124	

module.so	

stage4.js?trk=-213173581276	

Stage1:	mem.	prep.	–	memory	
search	(CVE-2012-2825)	

Stage2:	get	base	address	of	
libwebcore.co	(CVE-2011-1201)	

and(	CVE-2012-2871	)	

Parent	process	

Stage0:	Preparing	memory		
(4MB	controlled	memory	space)		

Stage3:	preparing	stage4	
•  Loading	module.so	in	memory	
•  ROP	–	mprotect()	
•  Build	RCECall	

Stage4:	Call	RCECall	
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Plan	A:		
•  Email	with	malicious	link	
•  Click	on	it	to	trigger	the	exploit	

DEMO
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Plan	A:	Email	with	malicious	link	

DEMO



23	 23 

Plan	B:		
•  hijack	network	flow	(free	wifi,	ISP)	
•  inject	malicious	content	on-the-fly	
•  exploit	any	app	which	uses	webview	

DEMO
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HOW THEY FLEW 
UNDER THE RADAR
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Code protection
•  Source	code	obfuscaYon	&	code	
protecYon	

•  ObfuscaYon	on	all	levels	
•  Own	packer	
•  Melt	with	legal	app	(all	plakorms)	
•  VMProtect	for	Windows	
•  ProGard	for	Android		
•  ELF	string	obfuscator		

•  Other	soluYons	
•  Different	version	of	the	tool	
(Scout,	Soldier,	Elite)	

•  blacklisted	applicaYons	
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Avoiding Emulation (Windows)

•  virtualizaYon	/	sandbox	detecYon		
(scout-win-master/core-scout-win32/antivm.cpp) 

•  AnYVMWare()	-	VMWare	
•  WMI	query	“SELECT SerialNumber FROM 
Win32_Bios”	

•  AnYVBox()	-	VirtualBox	
•  WMI	query	“SELECT DeviceId FROM 
Win32_PnPEntity”	

•  Seeking	for	this	value:	
	“PCI\\VEN_80EE&DEV_CAFE”	
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Cuckoo avoiding (Windows)
PosiPon	 Length	 Version	 DescripPon	

FS:[0x44]	 124	NT,	Wine	

Win32	client	informaPon	
(NT),	user32	private	data	
(Wine),	0x60	=	LastError	
(Win95),	0x74	=	LastError	
(WinME)	

cuckoomon.dll	crash	here	
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Avoiding Emulation (Android)
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AntiVirus testing environment

•  They	had	a	dedicated	VM	cluster	for	tesYng	all	
their	product	against	many	AV	products	to	be	
sure	they	are	sYll	undetectable	

•  EmulaYng	criYcal	events	
•  Screenshots	
•  Evidence	gathering	(email,	messages,	files)	
•  CommunicaYons,	hooks	

•  It	was	a		QA	process	before	release		
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AntiVirus testing environment
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CONCLUSION



32	 32 

Conclusion
•  About	HT	and	their	stuff	

•  it	was	well	designed		
			(leaked	but	never	reverse	engineered	fully)	

•  The	Android	exploit	(webview)	
•  This	is	a	quite	good	exploit	and	now	it	is	freely	
available	for	anyone	–	for	criminals	as	well	

•  There	are	sYll	millions	of	vulnerable	devices		
				(4.0	Ice	Cream	Sandwich	-	4.3	Jelly	Bean)	
•  There	are	many	devices	in	use	which	can	not	be	
updated	
•  no	official	way	to	patch	this	vulnerability		
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